APXUTEKTYPA
HA POS ATAKUTE

Hardware * Protocols ¢ Attacks * Defenses

34paBko 34paBkoB



dusunyecka cTpykrypa Ha POS TepMmuHana

EMV CARD CARD READER SECURE CPU ACQUIRE
Chip + NFC MSR/ICC/NFC control plane HOST
PIN PAD / EPP SEClE
PIN + anti-tamper S alEly
pe HSM / SAM
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EMV ctanaapt — 4-te kHurn Ha EMVCo

° ICC to
Terminal

Interface

dursnYeCKN N eNEKTPUYECKN
nutepcpenc, ATR, T=0/T=1

@® ISO 7816 KoHTaKTn

® ATR parsing

@ Protocol negotiation

° Security &
Key

Management
Kpuntorpadgwms, PKI,
offline/online authentication

@® RSA/SHA
@® SDA /DDA /CDA

@ Certificate chains

° Application
Specification

Transaction flow, CVM un
terminal risk management

@® AID selection

@® GPO + AFL

@® Cryptogram generation

OWASP Bulgaria | POS Attack Architecture

° Cardholder &
Acquirer

Interface

Ul, PIN entry, receipts n host
communications

@ Display management
® PIN pad interface

@ Acquirer protocols




EMV Contact — Transaction Flow

4 A 4 A 4 A 4 \ 4 A 4 A

POWER ON + ATR

TePMUHaNbT 3axpaHBa
kapTaTa, kapTaTa
Bpbla ATR

SELECT
APPLICATION

n360p Ha NNaTexHo
npunoxeHune 4ypes AlD

GET
PROCESSING
OPTIONS

AIP + AFL onpegenaTt
KakBo creasa

READ RECORDS

PAN, expiry,
certificates n
application data

AUTHENTICATION

SDA / DDA / CDA vnun
online ARQC

GENERATE AC

TC/ ARQC / AAC
uHanHa KpunTorpama

ISO 7816 koHTakTHa nuHuA: C1(VCC) « C2(RST) » C3(CLK) * C7(1/0) — half-duplex oomeH mexay TepmuHan un ICC
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NFC / Contactless komyHukauums

CARD / PHONE
NFC antenna

POLLING ACTIVATION
ATQA/ATS
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RF FIELD
13.56 MHz

SELECT
PPSE

POS TERMINAL
Reader coil




T=0 — Character-Oriented npoTokon

CARD (ICC)

[ TERMINAL
CLAINSP1P2Lc Header >
Procedure Byte INS / ~INS / 0x60 >
Data bytes 110 1 .
Procedure Byte ACK >
SW1 SW2 Status .
Half-Duplex Procedure Byte Error Detection

eaHa /0O nunna C7

OWASP Bulgaria | POS Attack Architecture

ACK/ NAK / wait

parity per byte

Byte-by-Byte

CMMBOIJ1 NO CUMBOJT




T=1 — Block-Oriented npoTokon

Information + APDU data
Chaining support (M-bit)
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Receive-ready ACK/NAK
Sequence number sync

NAD PCB LEN INF (Data) EDC
Node Protocol Length Information Field Error Check
Address Control
1 byte 1 byte 1 byte 0-254 bytes LRC/CRC
I-Block R-Block

S-Block

RESYNCH /IFS / ABORT
WTX wait extension




APDU — Application Protocol Data Unit

Command APDU
(C-APDU)

CLA INS P1 P2 Lc DATA

Class Instruction Param 1 Param 2 Data Len Command Data

1 byte 1 byte 1 byte 1 byte 0-3 Lc bytes

Le

Expected

0-3

Response APDU
(R-APDU)

DATA

Response Data (optional)

SW1

Status 1

SW2

Status 2
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9000  SUCCESS
6A 82  FILENOT
FOUND
6985  CONDITIONS
NOT
OATISFIED
6300  AUTHFAILED




APDU — Transaction Sequence

[ TERMINAL ]

OWASP Bulgaria | POS Attack Architecture

SELECT AID: A0000000041010 _

FCI Template 90 00 4

GPO PDOL Data _

AIP + AFL 90 00 4

READ RECORD SFI, Record # -
Card Data: PAN, Cert... 90 00 A
GENERATE AC Transaction Data X
Cryptogram: TC / ARQC 90 00 A

CARD (ICC)




O6msaHa Ha gaHHun — TLV cdopmar

TAG LENGTH VALUE

Identifier Size of Value Primitive data
1-2 bytes 1-3 bytes or Nested TLV
CARD DATA TERMINAL DATA
' 5A Application PAN HOMep Ha KapTaTa | ' 9F33 Terminal Capabilities KaKBO noaabpxa
' 5F24 Expiration Date CPOK Ha BanuaHOCT | i 9F1A Country Code KOI Ha Tbp¥aBaTa
r 9F26 App Cryptogram TC/ARQC /AAC | r 9F02 Amount Authorized cyma
' 9F27 Cryptogram Info TUN KpurTorpama | ' 9F37 Unpredictable Number anti-replay random
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Relay Attack — apxutektypeH mogen
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BT / Wi-Fi / Internet

NFC

VICTIM MOLE PROXY POS
CARD NFC reader emulator TERMINAL

APDU Forward / Response

3awuTun cpewyy Relay
Attack

Distance Bounding Timing Analysis Location Verification
n3MepBaHe Ha response time 2 latency anomaly cnpsimo 3 CcbNocTaBka Ha TepMUHan,
N pusnyeckn NUMnT HopMmareH tap KapTa u context




Replay n Downgrade aTaku

REPLAY ATTACK

RECORD EMULATE REPLAY

1 2 3
Sniff APDU exchange emMyJimpaHe Ha KapTta n3rnpatliaHe KbM HOB
OT NemTMHa CbC 3anmcaHu TepMuHan
TpaH3aKkuus responses

EMV 3awwmra: Unpredictable Number (9F37) + Application Transaction Counter (ATC) —
BCAKA TPaH3aKUMs € yHMKanHa

Physical Protocol APDU/TLV Contactless Host
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Opyrun kateropuun

7

DOWNGRADE

dopcrpaHe Ha
cnab CVM/Auth

~

SHIMMING

dusnueck MitM
mexay yin u ICC
cnot

PRE-PLAY

predictable UN —
pre-computed

crypto

MAN-IN-THE-
MIDDLE
real-time APDU
modification




Skimmers, Deep-Insert Skimmers u sniffing Ha Tpaduka

Brncoko HMBO: KakBO npeacrtaenABaTt, KaKbB PUCK HOCAT N KaKBM Ca OCHOBHUTE 3aLlLNTU.

1) KakBo ca skimmer u deep-insert skimmer2) Kak ce ,,sniff-Ba“ TpacdoukbT Mexay kapta u TepmuHan?

a N\
KAPTA POS /ATM _ Track 1 / Track 2 gaHHK ce YeTaT OT AOMbIHUTENHA
- I rmasa wunu skimmer moayn.
o /
4 N
_ Bb3moxxeH e pmanyecku interposer / shimmer, KOnTo
. Habntogaesa APDU obmeHa mexnay reader-a v uuna.
\ Skimmer: HeoTopuanpaHo
Deep-insert YCTPONCTBO, KOETO - o
npuxeaLla gaHHM OT
CKpUT BbTr* (" I
MarHuTHa rieHTa unu ot _
wHTepcheiica reader s [pn 6nusoct moxe aa ce HabnogaBa RF o6MeHBbT
nnn ga ce NpoKcupa KoOMyHuKaumaTa.
Kapra.
\ J

Deep-insert skimmer:

\ J nocrass ce Abs6oko B

ATM/PQOS crnotau e
No-TPyAEeH 3a BM3yarHo
OTKpVBaHe.

KakBo e BaXXHO Aa Kaxem

Llenta e npuxBallaHe, HabnogeHe unu npenpawlaHe Ha aHHU — He
HenpemeHHo pa3dueaHe Ha EMV kpuntorpadusTa.

3awmTn: anti-tamper reader-un, nHcnekumsi Ha cnotose, disable/floor-limit

Ha magstripe fallback, EMV/CDA, terminal monitoring n obyyeHve Ha
nepcoHana.

Mpn EMV unn atakyBawuat
4YecTo ce CTpemu aa
Habnogasa nnu npenpata
obmeHa, a He npocTo Aa
LKonumpa ymna“.

OWA 3/14

KBT € Mo-ronamM npu
fallback kbM magnetic stripe
n Npu cnabu uanyeckn
MpOBEPKMU.



3aKknw4yeHume

EMV Security APDU Protocol

no-curypeH ot magnetic stripe, Ho ¢ attack OCHOBHUAT KaHan 3a aHanma, MitM u defensive
surface Ha BCeku crion monitoring

Contactless Risk Best Defense

yAoOCTBO Nrtoc wireless exposure: relay, timing n CDA + dynamic data + online authorization +
proximity risk monitoring

bnaroaaps 3a BHUMaHueTo!

3apasko 3apaBkoB | www.vigilisdefense.com | zzdravkov@yvigilisdefense.com
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