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• History of DNS

• Anatomy of DNS

• Abusing DNS

• Defending DNS
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• Self hosted DNS server ( DC forwerders)

• DNS traffic rules and policies

• What is encrypted SNI? - asked the poor NGFW

• Use of split-horizon DNS for internal/external separation

• Regularly audit cloud DNS configurations & records
• Log all DNS queries and perform anomaly detection
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THE INTERNET WAS NEVER 
DESIGNED TO BE SECURE !
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