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It's not DNS
There's no WAY it's DNS
It was DNS

-55Broski
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Cloudflare 1.1.1.1 incident on July
14, 2025

Google services were down in Turkey,
parts of Europe

By Reuters

September 4, 2025 12:25 PM GMT+3 - Updated September 4, 2025
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History of DNS

Anatomy of DNS
Abusing DNS

- Defending DNS
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DNS History Timeline
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1969-09-25 The telnet access to a serving host connects using an official site name, such as SRI, UCLA, UCSB, or UTAH. RFC 15
1973-02-07 The Stanford Research Institute's Augmentation Research Center (SRI-ARC) is considering to offer a Network Information Center
to implement and maintain identification files for all network users and sites and make these files available via the network. RFC 453

1973-03-08 The SRI NIC will provide standard addresses of mail recipients. RFC 469
1973-06-13 FTP MAIL proposes that a mail user may be a combination of a host name and mailbox name. RFC 524

RFC 7858

DN5-over-TLS
RFC 7626 (DoT)

DNS Privacy DNS-over-QUIC
DMSCrypt Considerations draft

May. 14 Jan."15 | Mar. '16

RFC 8310

RFC 8484
DN5-over-HTTPS

Lsage Profile
of DaT

.l_:ll

| Jun. 18

(DoH)

Mar, 19
i

Sept, "14 | Aug. '15 May. "16
NSA's
SREAEE MORECOWBELL RFC 7816 RFC 8094
Pervasive Monitoring revealed ONAME  DNS-over-DTLS
Is an Attack Minimization |

DoH

1984 The SRI-NIC runs a centralized name server answering queries for all hosts from all systems. (Zhou, S., The Design and Implementation
of the Berkeley Internet Name Domain (BIND) Servers. UCB/CSD 84/177)

1984 Graduate students at University of California at Berkeley design and implement the Berkeley Internet Name Domain (BIND) servers and
database on 4.2BSD Unix for distributed name service. This was developed in parallel with USC-ISI's different system running on a TOPS-20.
1984-10 A limited set of top level domains is introduced: GOV, EDU, COM, MIL, ORG; and two-letter country code top-level domains are
proposed (based on ISO-3166). RFC 920

1985 Digital Equipment funded further development and maintenance of BIND, further integrating the nameserver into a real working
environment.

1985 The name server lookup program nslookup was released to the Unix community.

1989 Security researcher Steven M. Bellovin's “"Security Problems in the TCP/IP Protocol Suite” paper published in 1989 clearly identified a
sequence number attack.

1993 Christoph Schuba's 1993 " Addressing Weaknesses in the Domain Name System Protocol” thesis outlined problems with predictable IDs,
spoofing referrals, cache poisoning, and documented a mechanism to use signatures and public keys stored in DNS.

1994-02 The first DNS Protocol Security Extensions IETF draft specification proposed using digital signatures and authentication keys added as

Mar

"8 | Oct"18 |

Mozilla's
test of DoH

Drafts on DoH
implementation
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B 253 characters (in practice) — according to DNS standards.
Here's the breakdown:

¢ Per-label limit: Each label (the parts between dots, e.g., example in
example.com ) can be up to 63 characters long.
— Defined in RFC 1035, section 2.3.4 »

* Total FQDN length: The entire domain name, including dots separating labels,

can be at most 255 bytes, including the trailing null byte used internally in DNS
a t messages.
([ ]

— 50, the maximum usable length in textual form is 253 characters (since 255 -

1 for null terminator — 1 because the last label doesn't end with a dot).

Example of a maximal FQDN:

(P Copy code

63charslabel.63charslabel.63charslabel.6lcharslabel

(Total=63+1+63+1+63+1+61=253 characters)

M
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Your subdomair
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:= All DNS records
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This is the full list of all DNS/DNSSEC-related articles on my blog, starting from the basics
to more details such as key rollover and NSEC3.

Basic DNS and DNSSEC Validation

It's Always DNS - Poster

It’s Always DNS! @ SharkFest'23 EU (90 min. YouTube session)
[DE] Das Domain Name System (c’t Artikel)

Basic BIND Installation

BIND DNSSEC Validation

DNSSEC Validation with Unbound on a Raspberry

Pi-hole Installation Guide

DNS Capture: UDP, IP-Fragmentation, TCP, EDNS, ECS, Cookie
Single DNS Query - Hundreds of Packets

DNSSEC Signing

dictionary

ain some DNS

break things for

ecord

our subdomain
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https://attack.mitre.org/techniques/T1568/001/
https://dti.domaintools.com/malware-in-dns/?_bhlid=07e86aea6591961c9bcfa149fadadea92d65e194
https://blogs.infoblox.com/threat-intelligence/one-mikro-typo-how-a-simple-dns-misconfiguration-enables-malware-delivery-by-a-russian-botnet/
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Home / Security /

DNS: ASMALL BUT EFFECTIVE C2 SYSTEM
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Hunting Lazarus: Expanding
Indicators with Historic DNS
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https://github.com/projectdiscovery/subfinder
https://dnshistory.org
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LLMNR and mDNS are both protocols for name resolution on a local network without a
DNS server, but they differ in origin, use, and specifications. LLMNR (Link-Local

OWASP Sofia Multicast Name Resolution) is a Microsoft-developed protocol for Windows, while
mDNS (Multicast DNS) is a more universal, multi-platform protocol that is part of a
broader zero-configuration network standard. LLMNR uses a DNS-like packet format
over link-local multicast addresses, whereas mDNS uses UDP port 5353 and specific
multicast addresses for both IPv4 and IPv6. ¢
Feature LLMNR mDNS

" n‘t;ﬁ"ﬂg\v / .,
BLOG ‘f.“‘“ Lw,_..\w. e
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JUNE 11, 2025
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P/

Multicast Uses a link-scope multicast Uses specific IPv4 address

Address address. 224.0.0.251 or IPv6 address

ffo2::fb.

Query/Response  Queries are sent to a link-local Queries and responses are both sent via
multicast address; responses are multicast to specific addresses.
unicast.

Security Vulnerable to poisoning attacks, Vulnerable to poisoning attacks.

like mDNS.
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Neither DoH nor DoT is universally "better”; the best choice depends on your needs.

OWASP Sofia DoH is generally better for individual privacy because it hides DNS requests within
standard HTTPS traffic, making them harder to block, while DoT is often better for
network security and control because it separates DNS traffic on a dedicated port,
which makes it easier for administrators to monitor and enforce policies. »

Feature DoH (DNS over HTTPS) DoT (DNS over TLS)
How it Encrypts DNS queries and sends them Encrypts DNS gueries and sends them
works over the same port as regular web traffic over a separate, dedicated port (port 4—
(port 443), making them indistinguishable.  853), which clearly identifies the traffic ’A,
as DNS.

Best for Individual privacy: Hides your browsing MNetwork security and control: Allows rv

activity from your ISP and network network administrators to monitor and
administrators, as it's hidden within block DNS queries, which is ideal for
standard encrypted web traffic. corporate or managed networks.

Pros - Difficult for third parties to identify and - Easier for network administrators to
block. <br> - Good for individual privacy, manage and enforce policies. <br= - Can
especially on public Wi-Fi. provide better performance in some

cases due to a simpler protocol.

+ Cons - Harder for network administrators to - DNS traffic can be easily identified and
block malicious queries without blocking blocked at the network level on a
all HTTPS traffic. specific port.
Best use Individual users who want to prevent ISP Enterprises or managed networks that

tracking or who use browsers with built-in  need to control DNS traffic for security

imafiip.co case
S DoH support. reasons.


https://www.joindns4.eu
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- Self hosted DNS server ( DC forwerders)
DNS traffic rules and policies

- What is encrypted SNI? - asked the poor NGFW

Use of split-horizon DNS for internal/external separation

.Regularly audit
- Log all DNS queries and perform anomaly detection
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Want to make a presentation
like this one?

Start with a fully customizable template, create a beautiful deck in
minutes, then easily share it with anyone.
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